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Abstract

The role of community participation as a power in building architectural
output at the level of the act of thinking in architecture and the design process
in non-existence is related to power and presence with act, as the research is
concerned with expanding knowledge in the direction of the holistic language and
searching for the role that builds the privacy of the architecture product versus the
community’s societal identity, where it studies the concept of act within The limits
of existence at the level of community participation, since the act of architecture is
the act of man to meet certain needs and requirements.

theresearch problem emergedinthe lack of clarity of the relationship between
the power of social development and the act of architecture. The hypothesis of
the research was built on reading the strength of the impact of community
participation on the act of architecture, as the research discusses the concept
of community participation and its role in building architectural output and its
reflection on community development, and the nature of community participation
and development as an act within relationships Time and the characteristics of
the place, and the shift from power to act in the architectural product through the
multiplicity of forces affecting the society. The research needs to clarify the concept
of act in its general form first, and in terms of community development as an act,
then move to the fields of knowledge and theory associated with it, and reading
as an act of building fictitious models. Then the concept of movement in terms of
the capabilities of the architecture and community skills down to the development
and the role of community participation in the development of society, in addition
to presenting contemporary architectural projects based on the principle of
participatory design.

Theresearch concludesthatcommunity participationis one of thefoundations

15



2022 éuiwJ - (5) 5201 - (4) 242aJ] - éuaw2ia)] ool dnola)] ol pawl] édids dlao '

of communication and dialogue and is a force for the community to make decisions
and emphasize community participation in architectural design through a series of
creative works in practice, and design for difference and concludes that difference
rather than consensus is crucial to participation, which leads To the practice of
architectural and urban design and that the role of the architect is to consciously
create and preserve opportunities to maintain the participatory process, through
participatory design.

Keywords: Act, Architectural act, Community participation, Participatory

design, Community development
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Abstract

The development of architecture and its quest for perfection is only through
society to reach a specific result when meeting new desires that appear as a result
of human development, expanding individual and societal needs, deepening their
relations and multi-faceted

Where the research deals with development as it needs a clear cumulative vision of
the integrative relationship between practice and participation in reading the act (effect)
from the force (influence) in that the power of capabilities is read through (learning
and education) in describing the capabilities of architecture (through which new ideas
and intellectual premises are adopted and Studying the process of transformation from
old intellectual principles to another set of new principles and premises) and the act of
development in describing the development of society, leading to new readings for a new
understanding in upgrading the reality of architectural production

Programs that provide training opportunities by facilitating the transfer and
exchange of knowledge and experiences by matching the needs and capabilities of
society and matching resources in accordance with planned programs in development
to bring about social change in building and organizing society. Lead to change for
the imam as long as its programs and projects go according to a scientific movement.
The concept of development includes the concepts of growth and change to denote
radical changes in society, with the aim of enabling that society to self-continuous
development, so as to improve the quality of life for all its members.

The research builds its hypothesis of "the ability of architecture through capacity
building programs and approaches to development events" to address the limits of the
research according to its three variables (architecture - development - capacity building
programs) and within the characteristics of time and place relationships.

Keywords: Architecture, Development systems, Capacity
building, Integrative model
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Abstract

deviation is one of the most important concepts circulated by the various
architectural and non-architectural thesis when dealing with the subject of creative
production, which violates the familiar and goes beyond the established architectural
rules general or architectural to achieve creative products characterized by its
uniqueness and excellence on the one hand and its communication and aesthetic on
the other, and in view of the importance of the concept and its role in the formation
of contemporary architectural production directed the research to address the
concept of the linking displacement in architecture and try to explore its important
aspects, specifying its research problem by: "The cognitive deficiency around the
connective displacement in the semantic structures installed in the architecture."
His goal is to present a clear vision of the connective displacement in the semantic
structures installed in architecture and to enable the diagnosis of his specificity at
the level of structures installed in any product or collection of architectural products,
to then go to achieve the stages of his approach, which began by introducing a
procedural definition of displacement in architecture, and then to go to review a
series of architectural studies, in addition to reviewing a number of thesis of the
field of literature and literary criticism, Then the research went on to apply these
indicators to two contemporary Iraqgi architecture projects. The last stages were to
discuss the results of the application, to end the research by presenting the most
prominent conclusions and at the theoretical and applied levels...

Keywords: Connective displacement, Displacement, Semantic structure,

Rule-breaking, Appearance harmony and Essential harmony
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Abstract

The world today faces many challenges related to environmental issues, as well
as other social and economic, and in light of intellectual, cognitive and technical changes
transformations, which led to the emergence of many new phenomena and concepts that
correspond to them, including the concept of flow, which has been associated with many
aspects of life, including architecture , whose importance has emerged recently in light of the
challenge of the spread of the Corona virus and its effects on architecture with its residential,
educational and other spaces, so this research focuses on the flow in the architectural space
in general, and teaching - learning in particular, Previous architectural studies and proposals
that dealt with the flow in the architectural space, in general, and the flow in the teaching-
learning architectural space, in particular, sometimes directly, and sometimes implicitly,
highlighted several knowledge gaps in terms of generalization and cognitive overlap, as well
as the multiplicity of aspects, And the lack of knowledge on the subject at the local level, to
invest those gaps in defining the research problem represented by (limited comprehensive
and clear knowledge, about the act of interactive flow in teaching - learning spaces, with
its multiple aspects, which is commensurate with the requirements and challenges of the
contemporary period, and the importance of its adoption in the local reality), thus The
goal of the research was determined by (presenting the most comprehensive and clear
knowledge for the design of teaching - learning spaces in the light of the interactive flow
act and identifying the most important aspects of it and enabling the creation such spaces
and enhancing the possibility of adopting them locally), The interactive flow in the teaching-
learning spaces represented by the real merger and the virtual mental immersion, so that
the reality of the local experience represented by the school spaces of the latest models
approved by the Iragi Ministry of Education of this approach, as the research assumed
the limitations of achieving the act of interactive flow in it, The research reached a link
between the interactive flow act in teaching - learning through the realization of the state of
mental immersion that occurs to the learner when he interacts during the learning process
and performs learning activities far from anxiety and boredom, which requires creation of
spaces based on flow theory, to confirm the importance of physical spaces as active and
indispensable parts in the process of teaching and learning.

Keywords: Flow, Flow spaces, Teaching-learning spaces, Interaction,

Integration and Mental immersion.
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Table 1: X-Ray Diffraction parameter of Er203 NPs.

28 (Deg.) F?E)i?]l du Exp.(A)| G.S (nm) hkl Ssjh:fn Phase Card No. &

20,6330 0.4972 43013 16.2 ZTTT | 4.3029 | Cub. Er,0, [70- TUT-05957] 0.0004
25.2383]| 0.6119 3.0519 134 (222) 3.0426 | Cub.Er,0, [70-1UI-USY5 ] 0.0031
31.4191| 0.3060 28449 27.0 T | 28169 | Cub.Er;05 |70~ TUT-0593] 0.0100
33.5052| 0.6884 26418 12.1 3oy 2.6350 | Cub.Er,0Q, [70-TUT-USY3 1 0.0026
359706| 0.6120 | 24947 | 137 33U | 24843 | Cub_Er,0, [70-TUT-US95 ] 0.0042
37.5978| 0.2677 2.3667 314 (520) 1 23568 | Cub.Er,0, [P0-1UI-U595] 0.0040
00249 0.6119 T.2509 138 3327 ZZA7T | Cub. Er,0, |70 10T-0593 | 0.0017
43.6203| 0.8032 T0733 0.7 @3T) 20671 | Cub.Er.0, |70-TUT-US93 | 0.0030
47.0626| 0.4208 1.9294 0.6 2IT) 19243 | Cub. Er.0. |70-TUT-TRY3| 0.0026
B G308 0.7267 T 8708 120 F30) 18632 | Cub. Er,0, |90~ TUT-USI3 | 0.0041
50.3137| 0.5737 [.8T21 3.3 333) 1.8076 | Cub.Er,0, O0-T0T-T3Y3 | 0.0025
53.3736| 0.7650 L7152 IT.6 1232) 17098 | Ccub. Er.0. |P0-TUT-U5937] 0.0031
56.3187| 0.6120 T6322 37 620) T6605 | Cub. Er.0. [90-T0T-0593 | 0.0206
57.7722| 0.8032 15946 T3 627) TS890 | Cub. Er,0, [70-TUI-US93 | 0.0035
50.1874| 0.4972 T.5598 EE! 631) T5540 | cub. Er.0., | 96-101-0593 | 0.0037
60.5643| 0.6120 152176 15.0 [EERY] 15213 | Cub. Er.0. |P0-T0OT-TD93 | 0.0041
b6.2.0560 0.4530 T 3933 0.7 F3]) 1.4906 | Cub. Er,0, OG- 101093 | 0.0026
787705 0.8032 T.2130 TZX O0Z] 1.2000 | Cub. Er.0. [70-TUT-U593 | 0.0041

Conclusion

Oxide of erbium under daylight, Er203 nanoparticles improve the
adequacy of phenolic compound debasement for (methylene blue dye) or, in
other words, the removal of mixture polluted by methylene blue MB dye. The
improved photo synergist reactivity of Er203 NPs is due to photo-catalytic
action under light irradiation and UV. The Er203 nanoparticles have reached
a stage where they are ready to swallow a large amount of photo-catalytic
in the visible light area, resulting in appropriate photochemical degradation
responses. The results of the XRD and SEM have been analyzed. The
production of erbium oxide Er203 NPs was studied using X-Ray Diffraction.
Each reflection was well indexed to Er203 NPs cubic. Spectroscopy was
used to characterize erbium oxide. Erbium oxide Er203 NPs have a normal

crystallite size of 16 nanometers.
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The results of XRD

The synthesis of Erbium oxide nanoparticles was explained using X-Ray
Diffraction. Each reflection was well indexed to the cubic phase of erbium
oxide Er,05 NPs, as shown in Fig. (11), X-Ray Diffraction boundary of erbium
oxide Er,0; NPs with a space group of |1 21 3 (199) and cell boundaries of
a=10.540. The lack of contaminants and high crystallinity can be deduced
from the XRD pattern's exact number and sharpness of peaks. It also
demonstrates that the product is one step. The results of SEM and X-ray

diffraction, respectively, have been analyzed. Erbium
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Figure (11): X-Ray Diffraction of Er203 NPs.
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g= 5000 KX 200 nm 6.5 mm
MERI mpact-60-25

Figure (10C): The erbium oxide Nano-sized in SEM image (5000KX).

Mag = 101.] 200 nm Wi mm EHT = 10.00 kv Signal
MERLIN compact-60-25/——] Noise Red

Figure (10D): The erbium oxide Nano-sized in SEM image (101.72KX).
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The results of Morphology
Figures (10A, 10B, 10C, 10D) show SEM micrographs of the synthesized
samples, which reveal the morphology and dispersion of erbium oxide Er,0,

NPs. The average size of the Nanoparticles was found to be (16nm) and they

looked to be uniform.

Mag = 25.00 K X 1 pm .5 mm EHT = 10.00 kv Signal A= SE2
MERLIN compact-60-25/——————————————————————————|  Noise Reduction = Line Avg

Date 7 Apr2014 Time :8:23:24
System Vacuum = 3.55e 006 mbar

Figure (10B): Erbium oxide particles Shows an even distribution in SEM (2500KX).
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Figure (8): UV-VIS spectrum of Er203 nanoparticles before irradiation.
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Figure (9): UV-VIS spectra of Er203 nanoparticles at irradiation time of 15 minute.
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The primary of MB dye concentration build the response between the
oxidizing species and MB dye molecules additionally expands, prompting
an upgrade in the decolonization rate. Actually, the corruption productivity
of the MB dye declines when the MB dye concentration increments as
appeared in Fig. (7). The presumed motivation for this behavior was the
formation of hydroxyl at high MB dye concentrations and the MB dye's
UV-screening effect. Because the convergences of OH and O, are declining,
a lot of UV may be consumed by the MB dye atoms rather than the Er,0,
nanoparticles at high dye concentrations, reducing the productivity of the
synergist reaction (Baeissa, 2016). Figures 8 and 9 shows the absorption
spectrum of erbium oxide before and after irradiation after 15 minutes at

different concentration.

ABSORBANCE%

0.1 0.2 0.5 1 15 2
CONCENTRATION OF MATHYLENE BLUE (WT%)

Figure (7): The methylene blue dye concentration vs the absorbance, without irradiation
(blue line) and with irradiation (red line).
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Impact of MB dye concentration with irradiation

The absorption spectra range of MB dye at various concentrations with
irradiation is depicted in Figure (6). When the quantity of methylene blue is raised,
the value of absorbance expands after 15 minutes of irradiation, as shown in the
figure. When the concentration was adjusted from (0.5-1) wt percent, the most
dramatic expansion in absorbance was seen. This can be explained by the fact
that when dye concentrations rise, the reaction average rises as more molecules
are added. The absorbance value remains constant at (3.135 percent) as the dye
concentration is increased, causing reaction retardation due to an increase in
the frequency of collisions between MB dye molecules, while collisions between
dye and OH radicals decrease. As a result, the proportion of people who reacted
decreased (Karunakaran, et al., 2014- Karunakaran, et al,, 2004).

The major rate of debasement is seen at the lit side, where the power of
light is much greater than on other sides. As a result of the restriction in light
infiltration, the debasement method for MB dye with higher focus diminishes

at sufficiently significant distances from the light source or the response zone.

——=4absorbance %

N w
Nl W w!

ABSORBANCE %
&

[y

<
&

0.1 0.2 0.5 1 1.5 2
METHYLENE BLUE CONCENTRATION WT%

Fig. (6): The absorbance as a function of MB dye concentration at wavelength 654nm and
irradiation time of 15 minute.
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Impact of methylene blue MB Concentration
The methylene blue effect was studied in two situations with / without

UV irradiation as follows:

Impact of methylene blue MB concentration without irradiation

As the MB dye concentration rises, the absorbance rises as well, as
illustrated in Fig (5). When the concentration was adjusted from (0.5 to 1) wt
percent, the highest change in absorbance was observed. Using an ultraviolet
visible spectrometer, the effectiveness of MB dye degradation was assessed.
Pinnacles were found between (600 and 700) nanometers, indicating the
presence of the Methylene blue degradation. As indicated by Beer-Lambert
Law, Methylene blue fixation is straightforwardly corresponding to its

absorbance (Ramli, et al., 2014)
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Figure (5): The absorbance vs. with MB dye concentration at wavelength of 654nm
without irradiation
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Fig. (3): A Function of irradiation time with daylight shows the degradation of MB.

As demonstrated in Figure 4, the rate of reaction increases and reaches its
maximum after four hours. It might be explained by increasing the UV source's
operation period, which increased the number of photons per unit area incident on
the sample, resulting in a high rate of deterioration in the mixture of Erbium oxide

and methylene blue, which increased the absorption value (Dakhil, et a/., 2019) .
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Fig. (4): UV-visible spectrum of Er203 NPs with daylight.
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Fig. (2): UV-visible spectrum of Er203 NPs without daylight.

Presence of daylight

Figure 3 demonstrates the photocatalytic degradation of different
phenols in the presence of Er203 nanoparticles when exposed to sunshine.
The inclusion of Er203 nanoparticles was explored as a key factor in the
degrading process improvement. Within 2 hours of irradiation time and
considering the optimum catalyst loading, higher degradation efficiency was
discovered. After 120 minutes of irradiation time with Er203 nanoparticles,
another peak can be seen after a 5 hour irradiation duration. When the role
of sunlight is taken into account, the improvement in phenolic compound

degradation can be concluded (Fig. 3).
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Theabsorptionspectraof Er203 nanoparticlesinthe absence of sunlight
is shown in Figure 2. It can be demonstrated that for various irradiative times,
the minimum absorption occurs in the wavelength range (323-490nm).
Because more light is passed through the sample, the highest intensities in a
transmission spectrum are at wavelengths where the absorption is weakest.
The highest intensities in an absorption spectrum are found at wavelengths
where the absorption is strongest. Some of the light energy is absorbed when
the electron is promoted to a higher energy orbital when sample molecules
are exposed to light with an energy that matches a likely electronic transition
within the molecule. Some of the light energy is absorbed when the electron
is promoted to a higher energy orbital when sample molecules are exposed
to light with an energy that matches a likely electronic transition within the
molecule. The wavelengths at which absorption occurs, as well as the degree
of absorption at each wavelength, are recorded using an optical spectrometer.
As with the isoprene spectrum, the resulting spectrum is shown as a graph
of absorbance vs wavelength. Because isoprene is colorless, it does not
absorb light in the visible spectrum, hence this section of the spectrum is
not represented on the graph. Absorbance is commonly measured in units
of 0 (no absorption) to 2 (99% absorption) and is clearly specified in relation

to spectrometer operation.
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4- X-ray diffraction (XRD)

In Malaysia's UKM University Laboratories, the crystallinity of Er,0,
powder was investigated using the X-ray diffraction (XRD) technique. The
crystallite size of Er,0; nanoparticles was measured in order to examine their

structural features.

Results and Discussion
Absences of daylight

The following are the findings with and without sunlight: Without
being exposed to sunlight, Figure 1 depicts the relationship between optical
absorbance and photocatalytic time. Because of the degradation process
that occurred to sample, the values of absorbance increased as the photo
degradation time was increased up to 4 hours. This behavior is consistent
with (Lazar, et al., 2012). Figure 2 depicts the absorption spectra of Er,0; in
the absence of sunlight, demonstrating that the lowest absorption occurs in

the wavelength range (323-490nm) for various irradiative times.

0.9
0.8
0.7
0.6
0.5

0.4

ABSORBANCE%

0.3
0.2

0.1

0 HR 1 HR 2 HR 3 HR 4 HR 5 HR
PHOTO CATALYTIC TIME (HR)

Figure (1): Photocatalytic time (hour) versus absorbance without daylight

E48



Effect of Degradation of Methylene Blue Dye (MB) by Using Erbium Oxide (Er,0,) NPs '

3. Set-up of Photo-catalytic

UV-source as a lamp (6 watt) of cylindrical form 22cm body length
and 16cm arc length was employed as a photo source in the photocatalytic
set-up. This lamp was placed in a sample container (a mixture of Erbium
oxide and methylene blue) and then on a magnetic stirrer (to mix and scatter

solutions prepared at high speeds for a long time) (Lazar, et al,, 2012) .

Second / Methods
1- Irradiation time effect

The temperature of the Er,0; nanoparticles and methylene blue
mixture was set to 25°C on a magnetic stirrer. Inside the sample container,
the UV lamp was turned on. Irradiation times of 1, 2, 3, 4, and 5 hours were
used. After each hour, the photo deterioration is measured. The absorbance

of all of the samples was measured using a UV spectrometer.

2- Dye concentration effect

Methylene blue concentrations ranging from (0.1, 0.2, 0.5, 1, 1.5, 2)
wt percent and 0.1wt percent from Er,0, nanoparticles were utilized. For
each concentration of methylene blue, samples were taken from the mixture
without photo catalysts and after 15 minutes. The optical absorbance of the

samples was measured using a UV-visible spectrophotometer.

3- Scanning Electron Microscopy (SEM)

SEM was used to investigate the morphology of Erbium oxide
nanoparticles. The JEOL JSM-6390LV was used to record it. A secondary
electron detector has been added to the SEM.
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with phenolic groups had been notify to have a high stability and high
environmental toxicity with carcinogenic properties and may damage human
health (Luenloi, et a/.,, 2011- Choquette, et a/.,2014). Methylene MB dye is
a crystalline powder that comes in a variety of colors. It's soluble in water,
chloroform, and alcohol, but only slightly. It's a photoactive dye that belongs
to the phenothiazine family. MB dye is a colorful substance that biologists
employ as a dye to help them observe life beneath the microscope lens.
It is an aniline-based dye for the textile industry. The use of erbium oxide
nanoparticles as a catalyst for this esterification has several advantages, the
most important of which is the reduction in reaction time. Minor advantages
of using erbium oxide NPs include a straightforward synthesis method, high
yield, and recyclability.The size and structure of Er,0; NPs were investigated

using X- ray powder diffraction (XRD) and scanning electron microscopy (SEM).

Materials and Methods

First / Materials
1. Materials
Fluka Company provided all of the materials for this project, which

were used without additional purification.

2. Sample preparation

As a catalyst, Er,0; nanoparticles were made (0.1 gram diluted in 100
ml methanol). A delicate balance was used to weigh erbium oxide Er,0; and
methylene. Methylene blue is a common catalytic test dye (0.05 g diluted
with 500 ml methanol).
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Introduction

Environmental contamination on a large scale, as well as a lack of
sufficient, clean energy sources, has piqued interest in the development
of environmentally friendly chemical technology, processes, and materials
(Jassim, et al., 2016- Hamza, et al., 2016). A photo catalyst is described as
a material that is activated by photon absorption and helps to speed up
a reaction without wasting energy (Hassena, 2016). One of the processes
that can be classified as advanced oxidation activities is photo catalysis.
Under acceptable conditions, these activities can totally convert organic
contaminants into harmless inorganic elements like CO, and H,0 (Shahrezaei,
et al,2012) The extra UV/Er,0, activities could be due to the well-known
fact that when Er,0; is illuminated with UV/light, electrons are raised from
the valance to the conduction bands of the semiconducting oxide, allowing
electron hole pairs to form (Hamza, 2015 - Hamza, et a/.,, 2016) The valence
band hole (h+ vb) potential has been shown to be positive, indicating that
hydroxyl radicals can be produced at the surface. Furthermore, the electron/
conduction/band (ecb) was sufficiently negative to reduce the amount of
oxygen molecule in the solution, potentially resulting in the formation of
another hydroxyl radical series (Jassim , et a/.2017- Abbas, et al., 2020). The
eclectic degradation of contaminants was second hopeful, area in photo-
catalytic water treatment. Selective degradation might be beneficial, for
mixtures of extremely, toxic contamination in minimal, concentrations and
lower harmful chemicals in higher concentrations ( Lazar, et a/.,2012- Hamza,
et al,, 2014) .Phenolic compounds have been shown to have high stability
and environmental toxicity, as well as carcinogenic qualities, and may harm

human health (Luenloi, et a/,2011- Choquette, et a/.,2014). Compounds
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Abstract

Using varied concentrations of Er,0; nanoparticles, photo catalytic
degradation of methylene blue was investigated. The experiment was
conducted with and without sunshine, as well as in the absence of a UV
source. The existence of a UV source was also a factor in the research. UV—
Visible spectroscopy is used to characterize the catalysts. By monitoring dye
absorbance at regular time intervals and changing the dye concentration,
the rate of dye degradation was tracked by spectrophotometry. The best
degradation of the methylene blue dye was observed during a 5 hour
irradiation time and in the presence of a UV source, according to the findings.
Also discussed the characterization of Er,0; nanoparticles.

Keywords: Er,0; nanoparticles NPs; methylene blue; degradation; spectroscopy
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Figure — 4 RC4 with DR (a) Encryption (b) Decryption

Conclusion

This paper went through the basicideas of CA, Cryptanalysis, Symmetric
key CA, and Asymmetric key CA. Stream cipher and RC4 have been discussed
and their mechanisms have been explained. DR technique has been added
to the steps of RC4 to make it more complicated and harder to break by
attackers. It has two steps: the first one is replacing each zero with one and
each one with zero within the byte which resulted from RC4. The second
step is reversing the entire byte by shifting mechanism. It gives more power
to the algorithm of RC4 and makes it more stochastic. It interfere with the
key-stream to make it more complicated for analysts. So the attackers will

face new difficulty to analyze the algorithm.
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Results and Discussion

To explain the idea of DR imagine we have this one byte of keystream:
L2 [ 2 [ o [ o [ 12 [ 12 [ 1 [ o |

The first step is replacing each zero with one and each one with zero

to obtain this byte:
Lo [ o [ + [ 2+ [ o | o [ o | 1 |

Then we make shifting for the entire byte to obtain this final byte:
L 2 [ o [ o [ o [ 12 [ 12 [ o [ o |

Now, we XORed this final byte with the current byte of plaintext to
produce one byte of ciphertext as a process of encryption. To explain the
second step of Double Reverse, imagine we have this array of numbers from

one into 8 as shown below:
L+ [ 2 | s | & | s | & | 7 | 8 |

After making the entire shift for this array it will be as below:
L s | 7 | e [ s | & | 3 | 2 | 1 |

But remember in our algorithm we deal with one and zero not with
other numbers. For decryption, we do the same thing and it does not
matter if we do the flipping or shifting as a first or second step because both
mechanisms give us same result. Figure - 4 below shows how to use RC4 with

Double Reverse for Encryption and Decryption
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Second step:
start=0

end =7

while (start < end) {
temp = DR[start]
DR[start] = DR [end]
DR [end] = temp
start++

end-- }

Flow chart in Figure -3 explains the steps of DR mechanism as below:

|

READ INPUT FROM RCa
A5 AN ARRY DR

|

COMNVERT WALUES OF DR
[0 TO 1) AND [1TOO)

|

MAKE ENTIRE SHIFT FOR
WALUES IN DR

ADDCUSE DRWITH NEW VALUES

Figure - 3 Flow chart of DR (same steps for Encryption & Decryption)
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Proposed Algorithm

The mechanism in RC4 for encryption is producing one byte of
keystream every time and this byte of key-stream is XORed with a byte of
plaintext and as a result, it produces one byte of a ciphertext. For decryption
it produces one byte of keystream every time and this byte of key-stream is
XORed with a byte of ciphertext and as a result, it produces one byte of a
plaintext (Polak and Boryczka, 2015). In our proposed algorithm there is a DR
method implementing on the byte of key-stream before XORed it with the
plaintext to get the ciphertext and it does the same thing for decryption. In
encryption, when it gets the byte resulted from RC4 steps, it reverses each
bit inside the byte by flipping zero to one and one to zero. Then it reverses
the entire byte by shifting in horizontal way. It manipulates the locations
of the bits inside the byte. The first position will be the last one, the last
position will be the first one and so on ftill it reverses the entire byte. For
decryption, it performs same steps of DR. Below is the general code for DR
where it takes an array of binary numbers as an input and produces an array
of binary numbers with different positions as an output. Here, we consider

DR as the name of the array:

First step:
forifromoO, .., 7{
if DR[i] ==
DR[i] =1
else
DR[i] = 0}
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RC4

keystream Keystream

(a) (b)

Figure -2 Mechanism of RC4 (a) Encryption (b) Decryption

Related Work

The authors (Saha, et a/.,2019) refer that the RC4 method gets attacks
at the step of the key scheduling Algorithm. Therefore, they modified RC4 as
MRC4 at the first stage of (KSA) when initializing the key. Firstly, it creates an
array called T’ which is the size of 256 by copying the members of the key,
and if the key size is less than 256, it repeats copying the members of the
key till filling the array of T". The next step is creating a T array by performing
the Symmetric Random Function Generator (SRFG) method to each byte
transferred from T’ to T. SRFG gets two bytes as inputs and produces one
byte as an output. Its inputs are two consecutive bytes transferred from T’
Each time performing SRFG, the second byte of its inputs will be the first
input byte for the next SRFG. The last SRFG uses the first value of T’ as a
second input byte. The authors claimed that MRC4 is efficient against the
attacks comparing to RC4 and it supports better confusion and diffusion.
(Al-badrei and Alshawi, 2021) triy to overcome the weaknesses of RC4
algorithm by proposing a method called IRC4 which provides a high level
of complexity and randomness. They claimed that IRC4 is more secure and

stronger against attacks.
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RC4 Mechanism is explained below:

The authors (Polak and Boryczka, 2015) mention that to start the
algorithm, KSA takes an input a variable-length key and initializes the M-box
array as below:

fori=0, .., 255 {MJi] =i}

The next step is key-scheduling algorithm (KSA), each of the 256 entries
in M are then swapped with the jth entry in M, as below:

j=0

fori=0, ..., 255{

update j = ( j + M[i]+keyl[i] mod key-Length) mod 256
swap M[i] with M[ji }

return M

PRGA:
After finishing KSA's iterations the next step of RC4 is implementing
(PRGA) as below:
Initializei=0,j=0
While (Generating Output) {
i=i+1,j=(j+ MIi]) mod 256
swap M[i] with M[j]
k = (M[i]l+M[j]) mod 256
return M[k] }

Figure -2 below shows the Mechanism of RC4 for Encryption and

Decryption.
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For example:
P: 10011101011100011011011000110111...
K: @ 11100111110101000011110100101100...

C: 01111010101001011000101100011011...

RC4

RC4 is one of the most common stream ciphers of symmetric key
CA which takes a lower area compared to others and it is fast with low
complexity. As a type of stream ciphers, the RC4 algorithm includes a secret
internal mechanism. It works by generating a stream of bits in a semi-random
way and it consists of an array of 256 bytes, which is called the S-box or we
can use M-box in this paper, and three 8-bit index pointers. The algorithm
has two main parts. The first part for initializing the M -box uses a variable-
length key, which is called the key scheduling algorithm (KSA). The second
part for generating the bytes of the key-stream is called the pseudo-random
generation algorithm (PRGA) (Tagieddin, et al.,2015). When the web security
is based on RC4 structure, the plaintext is X-ored with a sequence of random
bytes that have been generated by (KSA) and (PRGA). Actually, these bytes are
not really random as they should be. Its weakness, the key is 64 bit (40 its are
fixed) and the remaining 24 bits offer just 16 million possibilities which gives
a 50% chance of reuse of the key after less than 5000 packets (Mekhaznia
and Zidani, 2015). Although RC4 is widely used as a stream cipher in public
domain and commercial software products, it has been deprecated because

many cryptanalytic attacks proved its insecurity (Chakraborty, et al.,2021).
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Stream Cipher Mechanism
According to (Polak and Boryczka , 2015) encryption and decryption in

stream ciphers CA in the simplest way can be defined as follows:

ENCRYPTION:: EK (P) =C (1)
DECRYPTION:: DK(C) =P (2)
Where:

E represents encryption,
D represents decryption,
K represents key,

P represents plaintext,

C represents ciphertext.

By using stream ciphers there is no direct use of the key, the key
generates key-stream (k) of a much longer period than itself. Then the
keystream is added to the plaintext by using the (XOR) function. The processes

of encryption and decryption are defined as follows:

ENCRYPTION: Pn Kn =(Cn (3)
DECRYPTION: Cn Kn = Pn (4)
Where:

Pn - n_th bit of plaintext,
Kn - n_th bit of keystream,
Cn - n_th bit of ciphertext,
@ - eXclusive OR (XOR)
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by the XOR operator to generate the original plaintext. With the stream cipher,
the operation is encrypting each bit or byte at a time and using a feedback
mechanism to change the key constantly (Shrivastava, et al.,2016). Because
each bit or byte is independently encrypted or decrypted, stream ciphers
are out of error expansion, and due to the preceding features; they are more
vital for instant processing and communication. Also, they have been the

best mechanism to use in the wireless field (EI Hennawy, et a/.,2015).

Block Cipher

With block ciphers the operation is encrypting one block of data each
time without changing the key (Shrivastava, et al.,2016). They are algorithms
use less memory and rearrange N-bit blocks of plain text data by emerging
with the impact of the secret key to get N-bit blocks of encrypted data (El
Hennawy, et al.,2015).

XOR Cipher

One of the most simple and fundamental encryption ciphers is the
Exclusive OR (XOR) which is a symmetric encryption algorithm. It is a logical
function that can be used for binary bits and the idea is derived from the
Boolean algebra XOR function that returns (1) when the two arguments
have different values and (0) when the two arguments have similar values.
Its efficiency depends on the nature of the key and its length. It can achieve
better security performance with a long random key and with large XOR keys,
unpredictability can be increased and brute-force attacks can be confronted

(Natsheh and Gale, 2015).
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private one should be secret and no one has the permission to use it except
the owner. When someone encrypts the message using the public key; it can
be decrypted only with the private key, not the public one (Shrivastava,, et
al.,2016). All senders have the public key and only the recipient has the private
one. Symmetric key cryptography is faster than Asymmetric key cryptography
and this is the main disadvantage of using Public-key cryptography (Wahab,
et al.,2021). Figure -1 below shows the Classification of Cryptography.

Cryptography
A
Asymmetric key cryptography | | Symmetric Key cryptography ‘
Stream Cipher Block Cipher

Figure -1 Classification of Cryptography

Stream Cipher

It is a type of symmetric-key cipher that merges plaintext digits with a
sequence of numbers produced by a definite secret mathematical procedure
to get an output cipher stream and because of that, they call it to state cipher.
In both encryption and decryption, the XOR operator is used to merge the
pseudorandom key-stream with the plaintext digit or output cipher stream. In
encryption, the plaintext digit is combined with a pseudorandom key stream
by XOR operator to generate the output cipher stream and in decryption, the

output cipher stream is combined with the same pseudorandom key stream

E30



Developed RC4 Algorithm with Double Reverse for Better Data Protect '

Introduction
Because of the information explosion in the world, its security has

become a progressively significant task and a crucial strategic resource.
Cryptography Algorithm (CA) is the way to transfer information securely over
a channel to protect from competitors and delivers it to the right destination.
In contrast, there is a parallel field called Cryptanalysis Algorithm which is used
to break CA by using corresponding suitable techniques. Therefore, as strong
as CA, it will be hard to break by Cryptanalysis. Cryptography and Cryptanalysis
are fields of Cryptology. Although CA is basic for communication and network
security, it has some gaps in its traditional techniques which attracted attack
programs to break it. Currently, CA such as RSA (Rivest—Shamir—Adleman)
and DES (Data Encryption Standard) algorithms which are supported by

mathematical models are not trustworthy as before (Pujari, et a/.,2018).

Symmetric key CA

Symmetric key CA is one of the main mechanisms in the security of CA
and itis a trustworthy application for the future (Nan, et a/.,2017). Symmetric
key CA mechanisms are classified into stream ciphers and block ciphers. It is
the mechanism of using the same key for encryption and decryption which
is also named as secret key CA. The sender encrypts the message with the

same key which is used by the receiver to decrypt it (Shrivastava, et al.,2016).

Asymmetric key CA
Asymmetric key CA is also named Public key CA which includes two
different keys, one for encryption and one for decryption. The keys work in

pairs of public and private keys. The public key can be given to others and the
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Abstract

Computer security helps users to protect their data and Cryptographic
techniques can be used for this purpose. One of the methods to secure data
confidentiality is encryption whether stored on hard drives or transferred
through media. RC4 (Rivest Cipher 4) is a cryptography Algorithm that uses
the same key to encrypt and decrypt data. Stream cipher has been used
widely in many protocols because it is flexible and fast, which RC4 is one type
of it and XOR is a function that has been used to implement their steps. In
this paper, Double Reverse (DR) has been implemented to make RC4 more
complicated and harder to break by attackers. It reverses each bit of the
key-stream and shifts the elements of the array entirely. In addition, we
went through the basic ideas of Cryptography, Cryptanalysis, Symmetric key
cryptography, Asymmetric key cryptography, and the Mechanism of RC4.

Keywords: Cryptography Algorithm (CA), RC4, Stream cipher, Double
Reverse (DR) , XOR Cipher.
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Conclusion

A novel compacted triple-band fractal antenna is presented in this
paper.The proposed structure consists of three square patches; each is
modified by applying Minkowski-like fractal gecometry with different iteration
levels. Center Open Stub (COS) and Right Side Open Stub (RSOS).The patches
are coupled using open stubs and to enhance the antenna response.To
simulate the resulting antenna structure, a substrate with dielectric constant
10.8 and thickness 1.27 mm is used to implement the antenna.The proposed
antenna can excite a triple band response within the swept frequency range.
These bands are centered at f, = 3.4 GHz, f; = 4.05 GHz and f, = 5.00 GHz.
Each resonant band is attributed by a specified patch so that the tuning of a
particular band is possible without affecting the other bands. However, it is
planned to enhance the gain realized by each band because the gain at lower

band is higher than those of the other two bands.
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The simulated gain of the suggested antenna is displayed in Figure 6.
The gain of the antenna at the center of the third band (5 GHz) is above 0 dB,
but the antenna gains at the centers of the first and the second bands (3.4
GHz and 4.05 GHz) are below 0 dB; gain enhancement at these bands has

been required.

-
=

Gain (dB)

£

25 3 5 4 45 § §.5
Frequency (GHz)

Figure 6: The simulated triple-band antenna gain.
To clear the size of the proposed antenna the comparison with other

work has been done as shown in table 1.

Table 1 the comparison between the proposed antenna and other works.

Works Band 1 (GHz) Band 2 (GHz) Band 3 (GHz) Patch Size

[K. Fugiang, et al., 2010] 24 5.2 5.8 0.44A.%x0.189A,
[G. Sami, et al., 2013] 2.4 3.5 5.7 0.399A,%x0.542A,
[D. Meena, et al., 2015] 5.59 6.1 6.8 1.156A.%0.884A,
[A. A. Deshmukh, et al., 2016] 0.896 1.43 1.71 0.542A;x0.65A;
Proposed work 3.4 4.05 5 0.253A;x0.253A,
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The center bands of the triple-band antenna are at f, = 3.5 GHz,
f,=4.05 GHz and £,=5.00 GHz, as shown in Figure 4.
In terms of the corresponding guided wavelength Ag, the side length of

the ring resonators represent about 0.253 A, [Ahmed, et a/., 2016]:

eff (2)

where € is the effective dielectric constant that can be calculated
by empirical expressions r. However, most of the commercially available
EM simulators can perform a direct calculation of both A, and &, for given
substrate parameters and the operating frequency. For the present case, A,
has been found at the design frequency to be 33 mm.

Figure 5 shows radiation patterns (E-field and H-field) of the proposed
antenna at 3.5 GHz, 4.05 GHz, and 5 GHz. The maximum radiation at 3.5 GHz,
4.05 GHz, and 5 GHz are at 8,=42; 8,=74"and 6,=75" respectively.

Fi

fa=34 GHz
—— — f;=4.05 GHz
—e---- f3=5GHz

Figure 5: The simulated Antenna's radiation patterns, (a) E-filed, (b) H-filed.
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only three patches doesn't have the suitable response, therefore; the COS
and the RSOS have been installed to the structure to increase the coupling
[Hong, J.-S., 2011]-[Choudhury, 2016], as shown in Figure 3, t and d are the
dimensions of the open stubs. The dimensions of the COS aret =0.1 mm and

d = 8.35 mm, while dimensions of the RSOS aret=0.3 mm and d = 1.5 mm.

1 = 5 3

(a)

Figure 3: Zooming view of open stubs, (a) The center open stub,
and (b) The right side open stub.

The Antenna Simulation Results
Toinquiry the idea that explains in the design section, the suggested antenna
structure has beenimplemented by using microwave studio in CST software package

simulator. The scattering parameter, S,;, of the antenna is shown in Figure 4.
0

Scattering Parameter (dB)
3

— S'I1

25 3 35 4 45 5 55
Frequency (GHz)

Figure 4: The Scattering parameter, S11, response of the proposed antenna.
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(b)

Figure 2: The triple-band antenna configuration, (a) Top view, (b) Bottom view.

where w is the width of the transmission line feed. The substrate
with dielectric constant 10.8 and thickness 1.27 mm has been used to
design the suggested antenna. The feeding transmission line with the width
equal to 1.15 mm used to match the antenna with input port 50Q.All the
patches have same dimensions (8.35x8.35) mm?, but each one has different
perimeter because distinct iteration levels applied on each one that have
been calculate by equation 1. The different borders result in different current
path lengths for patches, therefore; each patch is answerable for one band
[Ahmed, et a/,, 2016]. The Othiteration patch results in an upper band while

2" iteration patch produces a lower band. The antenna configuration with
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The Proposed Triple-band Antenna Design

In the recent decade, many of researchers in different science fields
applying the fractal geometries in their works to take its advantages. One
famous of fractal geometry is Minkowski. The original Minkowski fractal
geometry couldn't use in antenna design because the arms of it intersected.
Therefore; the closed form to Minkowski has been using in a designing
process, shown in Figure 1 and called Minkowski-Like pre-fractal geometry

[Ali, 2008].

T
Le

H . *

a
1
T
W
W2
(a) (b) (c) (d)

Figure 1: The steps of growth of Minkowski-Like fractal geometry: (a) the generator,
(b) the square ring, (c) the 1% iteration, and (d) the 2" iteration [Ali, 2008].

where L, is siding length of the patch, while w; and w;, are widths and
deeps of the grooves that construct the Minkowski-Like, respectively. The
ratio of w, and w; is equal to 1/3. Perimeters can calculate by using the
following equation [Ahmed, et a/., 2016]:

Wa
P, = (1 + ZL—') Py
. (1)

The configuration of the proposed antenna consists of three coupled

patches with different Minkowski-Like fractal geometry iterations, center

open stub (COS) and right side open stub (RSOS) as shown in Figure 2.
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Introduction

The design interest for multi-band microwave devices including
antennas has been increased recently to satisfy multi applications of compact
systems [ Fugiang, et al., 2010].Therefore, the fields of design multiband
antennas and filters were attacked through several publications as in [
Sami, et al., 2013]-[14].For example in [ Fugiang, et al., 2010], a triple-band
microstrip antenna for WLAN application was made up of two one-quarter
wavelength resonators. Another rectangular tri-band patch antenna loading
by slots and shorting pins was proposed [ Sami, et a/., 2013]. For WLAN and
wireless sensor applications, a triple band microstrip patch antenna based
on U-slot reported in [ Meena, et al, 2015].E-shaped technique backed
by E-shaped ground plane used to design triple band microstrip antenna [
Deshmukh, et al, 2016].However, antenna size reduction was considered
one of the most challenges in any compacted systems. One of the suggested
solutions is investigating meander and spiral lines as in [ Ibrahim, et al., 2012]
and [ Elwi, et al., 2011] for size reductions.

Nevertheless, Vivaldi antennas of different geometries were introduced
for multi-wideband applications [Azeez, et al.,, 2016] and [ Elwi, et al.,, 2015].
Embedded patch antennas with metamaterial structures were developed in |
Elwi, et al, 2014] and [ Elwi, et a/., 2014] for different frequency bands systems.
Minkowski-Like and Peano fractal geometry, with different iteration levels and
lengths, coupled to the feeding transmission line were suggested to design
multi-band band stop filters [Ahmed, et a/., 2016]-[Ahmed, et a/., 2017].

In this paper, a novel compacted triple-band fractal antenna introduced

by applying fractal geometry on coupled patches resonators.
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Abstract

Wireless communication systems have reached significant advances in
size reduction; however, antenna terminals still the main current challenge
facing system compatibility. Thus, most industrial research is devoted
toward antenna miniaturization in wireless systems. Therefore, a novel
compact Triple-Band Fractal (TBF) antenna is suggested in this work using
three coupling fractal patches with different iteration levels of Minkowski
geometry to provide three resonant bands. The antenna substrate of a
dielectric constant of 10.8 with a thickness of 1.27 mm is used in the antenna
design inside CST Microwave studio environment. It is found that the zero
iteration patch resonator is responsible for the upper band while the 2nd
iteration resonator administered the lower band; therefore, this antenna
is more flexible in tuning its band. The size of proposed antenna is 31x12
mm?2 that shows more miniaturization in comparison to another published
antenna designs in the literature.

Keywords: Microstrip antenna; Triple band antenna; Monopole antenna;

Minkowski fractal geometry.
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The title of the research should be brief and expressive

Authors names: the names of authors and their work place addresses
should be clearly written along with the first authors e-mail address.
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Introduction: includes a review of information relevant to the
subject of research in the scientific sources, ending with the aim of
the study and its rationale.
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be written in italics to be distinguished from the rest of the text.
Chemicals should be given its Scientific names, not the commercial
ones.

Results and Discussion: should be shown in a concise, meaningful
and sequential manner. The results are presented in the best form.
After being referred in the results, tables and figures should be
placed in their designated positions.

The Arabic numerical system should be used in the researches
submitted for publication. The discussion of the results represents
a brief expression of the results and their interpretations.

Writing the references in the list shall include the name (s) of the
authors, the publication year, the title of the research, the name of
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text on one face of the A4 paper (size A4) using 12 font size type
(Times New Roman and Simplified Arabic ), while the titles in
Arabic and English should be written using 14 font size. A 2-cm
margin must be left from top and bottom, and 3 cm from right and
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whole work is written on one face of A4 papers.

It is not advisable to publish an article by neither the editor-in-
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Author Guidelines
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the researcher willing to publish in this journal:
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The research must not have been published in any other engineering journal

and has not been completed for more than four years prior to publication.
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while one requires major modifications as determined by the
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